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1. Pegasus attacks on women human rights defenders in Bahrain and Jordan

On 17th Jan 2022, a newly investigative report released by Front Line Defender
reveals that NSO’s Group Pegasus spyware was used to hack two women
human rights defenders (WHRDs) from Bahrain and Jordan. Consequences of
targeted surveillance on women is traumatizing given how the government is
using personal information to intimidate, harass and publicly smear target
reputation. As a result, they are living in a state of fear, socially isolated and
restricted in their social lives, work and activism.

For information, please go to
https://www.frontlinedefenders.org/sites/default/files/un-
safe-anywhere_-women-human-rights-defenders-speak-out-about-pegasus-a
ttacks_en.pdf

2. Gov't, CSOs discuss digital rights, internet freedoms

On 26th Jan 2022, a “National Conference on Digital rights and Internet
Freedoms in Cambodia” organized by collective efforts of 13 Cambodian
CSOs. The objectives of the conference are promoting digital rights and
protecting privacy; solidarity and a common voice for internet freedom in
Cambodia; and open space for civil society and partnership for protecting
digital rights and internet freedom.

For information, please go to
https://www.phnompenhpost.com/national/govt-csos-discuss-digi-
tal-rights-internet-freedoms

3.Is the UK government’s new loT cybersecurity bill fit for purpose?

The UK government introduced a bill called “Product Security and
Telecommunications Infrastructure Bill (PST) that requires manufactures,
importers and distributors to meet criterias and standard of cybersecurity.
The three key areas of minimum security standards are a ban on universal
default passwords, requiring manufacturers to make it easier for anyone to
report a security vulnerability and updating about the minimum amount of
time of vital security updates.

For information, please go to
https://techcrunch.com/2021/12/04/uk-internet-of-things-cy-
bersecurity-bill/

4. India to provide training on cybercrime fighting

An Indian Technical and Economic COperation (ITEC) training programme
on cyber security, digital forensics and cybercrime investigation from 25th
Jan until 24th Feb for 13 law enforcement officers and successor police
instructors of the Police Academy of Cambodia (PAC). Under the ITEC
programmes, several government officials and working professionals have
visited India for short term training courses. Since the start of the ITEC
programmes in Cambodia, nearly 2200 Cambodians have been trained
under various courses.

For information, please go to
https://www.khmertimeskh.com/501013989/india-to-pro-
vide-training-on-cybercrime-fighting/?p=1013989
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